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Numbers and statistics about 
Malaysia’s present economic sit-
uation does not make for good 
reading. For businesses, well, 

those statistics are more than just paperwork 
– it represents dire straits. Take Andy Yap 
Lee Wah, for instance. He has been running 
a foundry for over 20 years, having inherited 
the business from his father.

Being a sole proprietor, Yap has had to fend 
for himself for most of those two decades, 
practically all by himself, eking out a living 
by the sweat of his brow and his plucky wit. 
Confronted by problems ranging from how 
to capitalise his business, to the constant de-
mands of labour supply, Yap’s story is a study 
in microcosm of the large minority of SME 
entrepreneurs operating below the GST ra-
dar, whose annual turnover falls below 
RM500,000.

But therein lies a conundrum. He has to 
absorb the inevitable GST costs that are 
charged by his myriad suppliers, because 
the law prevents him from passing the GST 
on to his customers. And this burns a hole 
in his already precarious business budget. 

And like Yap, thousands of SME operators 
are faced with many critical and stark choic-
es, sometimes on a daily basis. Like whether 
to hire foreign workers, who are cheap yet 
unskilled. Or look for a very rare and scarce 
commodity: Malaysian workers who are 
skilled yet cost an arm and a leg.

And on a macro scale, economists say that 
the bulk of SMEs in the country are bearing 
the brunt of an incredible and ignorant fail-
ure to understand the plight of this vital cog 
in the economic wheels that keeps the nation 
going.

They cite the RM100 increase in minimum 
wage for workers in the latest budget, while 
small in quantum, increases exponentially 
if a business employs 10 workers. The 
RM1,000 increase in overhead costs could be 
the proverbial straw that fi nally broke the 
camel’s back for many struggling to make 
ends. 

Indeed, the daily press is replete with sto-
ries of businesses going bust because they 
have been left behind by progress, technol-
ogy or the absence of heirs apparent to take 
over the business. 

But for Yap and others like him, the ques-
tion is if making the switch from keeping 
archaic ledgers and bookkeeping methods 
to modern computing and accounting soft-
ware, forced on them by the implementation 
of the GST, is worth the reboot.

But Yap is fortunate. He has a son. An only 
son, who, like his father, is spending his 
youth learning to keep the fi res of his found-
ry burning. With little more than iron-clad 
hope and stainless steel prayers, this multi-
generational sole proprietorship will be wish-
ing for things to be brighter and better for 
the generations to come.  MSME 

 Hope springs eternal for 
many SME businesses

Threats abound amid tech boom

The rise of software such as cloud 
computing and Big Data analytics 
has been nothing short of spectacu-
lar. Within a span of a few short 

years of mainstream adoption, it is revolu-
tionising the way most companies do busi-
ness, rendering even slightly older technolo-
gies completely obsolete.

The Internet of Things (IoT) is another 
game changer despite being currently “slow-
er” in its adoption. It is estimated that IoT 
will soo n exist beyond just mobile phones 
and tablets in a few years. But, this incred-
ible power and functionality that these tech-
nologies bring comes with a “hidden” cost 
that developers have to grudgingly admit.

As more devices become connected in the 
seemingly supernatural Cloud, it opens up 
more connections for malicious and destruc-
tive content. Despite claims by developers that 
shared public domain cloud servers are secure, 
it is diffi cult to have genuine control over some-
thing as fl uid and ‘distant’ as the Cloud.

As many online security experts have said, 
it is not the security of your system that can 
be compromised, but the security of your 
people. What this means, is that more often 
than not, sensitive and crucial data is often 
leaked by individuals.

So, despite having high-end and top-of-the-
range security systems, it is still possible for 
systems to be compromised by simple human 
error, which may be done wittingly or unwit-
tingly. Often times, it is the ‘back door’ or the 

least expected route that is compromised.
Often times, hackers or other malicious par-

ties may enter via less secure pathways such 
as wireless connections or Bluetooth connec-
tions which can then provide access to the en-
tire system. Even, physically compromising 
premises to gain access to online systems is 
also not uncommon among larger-scale SMEs.

So really, there is no way for SMEs to be 
totally secure from online threats and instead 
of overly investing in security technologies. 
SMEs should instead focus their energies in 
developing contingencies plans should their 
online security be breached.

It is not about being totally secure, but rather, 
being prepared and agile enough to react and 
recover from the damage when the inevitable 
occurs. This strategy helps SMEs stay more alert 
and sharp in fi ne-tuning their data security strat-
egy to be both agile and cost-effective.

After all, companies such as Microsoft have 
data security management strategies that 
manage the number of security breaches oc-
curring within the company. Should this 
number cross 100 incidents per day, the team 
would then deploy damage control strategy 
that have been pre-planned and accounted 
for by senior management.

If large world-class companies such as 
Microsoft have employed such as innovative 
and effective strategies, there is no reason 
why SMEs should not. After all, it is the bud-
ding SMEs that will become the Microsofts 
of tomorrow.  MSME 
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